Debugging with
MicroEJ

Overview of MicroEJ
Debugging Tools
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DISCLAIMER

All rights reserved. Information, technical data and tutorials contained in this document are proprietary under copyright law
of MicroEJ S.A. Without written permission from MicroEJ S.A., copying or sending parts of the document or the entire document
by any means to third parties is not permitted. Granted authorizations for using parts of the document or the entire document
do not mean MicroEJ S.A. gives public full access rights.

The information contained herein is not warranted to be error-free.
MicroEJ® and all relative logos are trademarks or registered trademarks of MicroEJ S.A. in France and other Countries.

Other trademarks are proprietary of their respective owners.

Java™is Sun Microsystems’ trademark for a technology for developing application software and deploying it in cross-platform, networked environments. When it is used in this site without adding the “™” symbol, it includes
implementations of the technology by companies other than Sun. Java™, all Java-based marks and all related logos are trademarks or registered trademarks of Sun Microsystems Inc, in the United States and other Countries.
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OVE RVI EW S MICROEJ,

e Goal:

o Provide an overview of the debug tools provided to developers to debug an
application

o Illustrate the use of the debug tools

* Debugtools categories:
o Runtime & Post-Mortem Debugging Tools

o Memory Inspection Tools (debug corruption, leaks)
o Static Analysis Tools
O

GUI Application Debugging Tools (bottlenecks identification, rendering
issues)

© MICROEJ 2024 V2.2 Jul. 2024 8



DEBUGGING TOOLS OVERVIEW Q microts

TOOLS RUNTIME & POST- MEMORY STATIC ANALYSIS TOOLS | GUI DEBUGGING
MORTEM INSPECTION TOOLS

Core Engine VM Dump

Debug on Device

Simulator Debugger

Port Qualification Tool (PQT)
SystemView

Logging & Message Libraries

<X X X X X X X

Code Coverage

Heap Dumper / Analyzer

Heap Usage Monitoring

Core Engine MEMORY integrity check
SonarQube / Klocwork (Java/C) X

Null Analysis

Flush Visualizer X

MWT & Widget Debug Utilities X



ENVI RONMENT S MICROE).

 MICROEJ SDK5.8.1

* Applications:
o Demo Widget

o MWT samples

 VEE Port: STM32F7508-DK
« CPU:STM32F750N8H6
o 216 MHz Arm Cortex-MT7 core e Animated image

e ROM:
o Internal flash size: 64 KB
o External flash size: 128 Mb
e RAM:
o Internal RAM size: 340 KB
o External RAM size: 64 Mb

* Screen: 480x276 16BPP, capacitive touch

Autoscroll Label

STM32F7508-DK
MB11918

Image Widget

Slider with Value

Slider with Progress

e
L
(@)
o
O
=

Circular Slider
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https://github.com/MicroEJ/VEEPort-STMicroelectronics-STM32F7508-DK/tree/2.1.2

ENVIRONMENT SETUP © microE)

To reproduce the use cases presented in those slides:
1. UseaVEE Port with GUI capability (MicroUl 3.1 or later)

2. Clone the following repositories:
o Example-Java-Widget 7.6.0

o ExampleJava-MWT 2.5.0

3. Getthe Git patch debug_training_example_java_widget.patch in the training package
4. Apply the Git patch to the Example-Java-Widget repository

5. In MICROEJ SDK, import the following projects:
o com.microej.demo.widget

o slide-container

© MICROEJ 2024 V2.2Jul. 2024 11


https://github.com/MicroEJ/Example-Java-Widget/tree/7.6.0
https://github.com/MicroEJ/ExampleJava-MWT/tree/2.5.0

& MICROEJ.

Runtime &
Post-Mortem
Debugging Tools
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RUNTIME & POST-MORTEM DEBUGGING TOOLS @ MicRos,

* Tools:
o Core Engine VM Dump

o Debugon Device

o Debugon Simulator

o Port Qualification Tools (qualify a VEE Port)

MB11918

X
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w
o~
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=
=
w

o Event Tracing & Logging*

o Code Coverage*

 Example:

o Debuga deadlockin an application in the . freeze when entering a page
Simulator and on Device

*Tool not introduced in this presentation, visit docs.microej.com for more information.

© MICROEJ 2024 V2.2Jul.2024 13


https://docs.microej.com/en/latest/VEEPortingGuide/coreEngine.html#vm-dump
https://docs.microej.com/en/latest/SDKUserGuide/debug.html#debug-on-device
https://docs.microej.com/en/latest/SDKUserGuide/debug.html#debug-on-simulator
https://docs.microej.com/en/latest/VEEPortingGuide/veePortQualification.html
https://docs.microej.com/en/latest/ApplicationDeveloperGuide/codeInstrumentationForLogging.html
https://docs.microej.com/en/latest/SDKUserGuide/codeCoverageAnalyzer.html
https://docs.microej.com/en/latest/

DEBUG A DEADLOCKIN AN APPLICATION © Micros

REPRODUCE THE ISSUE

* Run com.microej.demo.widget in Simulation or on the Device
* Enter the Animated Image page
* The GUI should freeze during the screen transition:

© MICROEJ 2024 V2.2Jul.2024 14



CORE ENGINE VM DUMP (1/3) 9 microes

 Core Engine VM Dump is a diagnose tool to investigate unexpected behavior occurring on
the target.

e When?

o Callthe LLMJVM_dump() method in the Core Engine task at runtime to diagnose unexpected
behavior (ex: Ul freeze).

o Callthe LLMJVM_dump() as a last resort in a fault handler to get a snapshot of the Core Engine, to
check if the issue comes from a LLAPI or the underlying C code.

 What?
o Prints the state of the MicroEJ Core Engine to the standard output stream.
o Foreach Java thread, the Java stack trace, the name, the state and the priority are printed.

* Requirements:
o Away toread stdout (usually UART).

© MICROEJ 2024 V2.2Jul.2024 15


https://docs.microej.com/en/latest/PlatformDeveloperGuide/platformConcepts.html#principle

CORE ENGINE VM DUMP (2/3) @ wcros:
HOW-TO?
* LLMJVM Dump triggered from User button  « Trigger the LLMJVM Dump from the

press (blue button): debugger (IAR):

[ buttons_manager.c X Disassembly p v ax

B 20e Ttatic void BUTTONS MANAGER event (Button TypeDef Button) E; t.o _icel;a_vutual_cn - Memory v

uint8_t button pressed;

029015'0ecc: 0=x8%010'ce2d DC32 _java_Ljava_lang Thread method_clinitWrapp. ..
if (HAL GPIC_ReadPin(BUTTCN_PORT [Button], BUTTON_PIN[Button]) == GPIO_PIN_SET) 0x9015'0ed0: 0x9002'a?70 DC32 _java_Lcom_microej_demo_widget_common Nawi. . .
{ 029015'0ed4: 0=x900='d7b4 DC32 _java_Tjava_util_Abstractlist$Internallter...
// GPIO == 1 029015'0ed8: 0x0003'f£ff0 DC3z2 Ox3'f££0
029015'0edc: 0x2002'020c DC32 VMALLOCHMicroJem_ 1197 1285
if (BUTTON_REVERSE [Button] == MICROEJ_TRUE) 029015'0eel: O=fffb'fff0 DC32 O=xfffb ' f££0
{ 0=9015'0eed: 0=x0004'000f DCc3z 0=4'000f
// GPIO == 1 means "released" 0=9015'0ee8: 0=x9016'elac DC32 _switch_5_StringBuilder 22
button_pressed = MICROEJ_FALSE: 0x9015 ' Oeec: 0x9016'elcd DC32 _switch_12_StringBuilder 23
} 0x9015'0ef0: 0=x9016'elcc DC32 _switch_18_StringBuilder_ 21
else __icetea_ wirtual com_is2t_microjvm_IGreenThreadMicroJvm_ dumnp:
{ . icetes wirtual —com di=2t microjwm IMicrolum dunp: I
// GPIO == 1 means "pressed" [ - - - = = ]
| = MICROEJ TRUE: __ilcetea_ wvirtual com_is2t_microjvm_mowana_VHMTask_ dump: |
@ - 0x9015'0efd: 0WYOOAT UHCO0T LOE. W RIZ, [PL. JoHIT N IEZt . Microjv. . .
} - 029015'0ef8: 0=4760 BX R12
} 029015'0efa: 0xbf00 NOP
0=9015'0efc: 0=30893 STR RO. [SP. #0=224]
0x9015'0efe: 0=9016 STR RO, [5SP. #0=58]

buttons pressed[i] = HICROEJ_FAISE:
BUTTONS_HELPER initialize:
N=200n MOve PO N

N=9n18'nfOn -

icetea__virtual__com_is2t_microjvm_mowana_VMTask___dump

© MICROEJ 2024 V2.2Jul.2024 16



CORE ENGINE VM DUMP (3/3)

EXAMPLE OF DUMP

* Dead lock is identified in the stack
trace, lock between threads “Threadl”
and “Ul Pump”

 The Ul Tread (Ul Pump) is locked
- GUI Freeze

e Usethe Stack Trace Reader to decode
the stack trace

© MICROEJ 2024

& MICROE),

Java threads count: 3

Peak java threads count: 3

Total created java threads: 4

Last executed native function: 0xX9014DDFB

Last executed external hook function: 0x00000000
State: idle, not notified

Java Thread[1794]
name="Threadl" prio=5 state=MONITOR_QUEUED max_java_stack=492 current_java_stack=183

Locked on: java/lang/Object@0xC0081C4C (owned by thread[1281])

java/lang/Thread @0xC0082150:
at com/microej/demo/widget/animatedimage/widget/AnimatedimageS1.run(Animatedimage.java:190)
Object References:
- com/microej/demo/widget/animatedimage/widget/AnimatedimageS1@0xC00821B0
- java/lang/Object@0xC0081C48
- java/lang/Object@0xC0081C4C

Java Thread[1281]
name="UIPump" prio=5 state=MONITOR _QUFUFD max_java stack=1296 current_java_stack=850

Locked on: java/lang/Object@0xC0081C48 (owned by thread[1794])

java/lang/Thread @0xC008047C:
at com/microej/demo/widget/animatedimage/widget/Animatedimage.renderContent(Animatedimage.java:233)
Object References:
- com/microej/demo/widget/animatedimage/widget/Animatedimage @0xC0081C2C
- ej/microui/display/GraphicsContext@0xC008042C
- java/lang/Object@0xC0081C4C
- java/lang/Object@0xC0081C48

V2.2 Jul. 2024 17


https://docs.microej.com/en/latest/SDKUserGuide/stackTraceReader.html

USING THE DEBUGGER (1/4)

DEBUG ON DEVICE

DEBUG ON SIMULATOR

* Use of JDWP (Java Debug Wire Protocol) to use
Eclipse debugger

* Use mocks to simulate and debug corner cases
of the target

* Debugger features:
o Breakpoints

o Step-by-step execution
o Variables and fields value monitoring

o Thread execution stacks list

Use of JDWP (Java Debug Wire Protocol) to use
Eclipse debugger

Need to setup the a VEE Debugger Proxy

Postmortem debug from a snapshot of the
memory

Debugger features:
o Breakpoints

o Step-by-step execution (planned)
o Variables and fields value monitoring

o Thread execution stacks list

Note: import the Foundation Library Sources to the debugger to get the exact source code which

is executed.

© MICROEJ 2024
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https://docs.microej.com/en/latest/ApplicationDeveloperGuide/debuggerProxy.html
https://docs.microej.com/en/latest/SDKUserGuide/debug.html#foundation-library-sources

USING THE DEBUGGER (2/4) S mesos

DEBUG ON DEVICE

* VEE Debugger Proxy principle:

DWP request

Debugger

* Available since Architecture 8.1

© MICROEJ 2024

Executable
application.out

VEE Memory Dump

VEE Port

 No VEE Port update required
* Steps:

1. Generate a VEE memory dump script for the
target / toolchain

2. Runthe application Executable on target

3. Dump the memory of the running Executable
using the C Debugger using the VEE memory
dump script

4. Runthe VEE Debugger Proxy in a Command
Prompt

5. In MICROEJ SDK, run a Remote Java Application
Debugging session

V2.2 Jul. 2024 19



USING THE DEBUGGER (3/4)

DEBUG ON DEVICE

* Todebugan application on device, first run the VEE Debugger Proxy, and run a Remote Java

Application launch:

L [T Widget Demo Debug on Device [Remote Java Application]

o SystenT TTeat { T (Suspented)
<VM does not provide monitor information>
NavigationS2.run() line: 68
TimerTaskList.runLaunchedTasks(Timer) line: 237
Timer.run() line: 431

NavigationS$1.run() line: 58

Thread.run() line: 311

Thread.runWrapper() line: 464

Thread.callWrapper() line: 449

stem Thread [Thread1] (Suspended)

<VM does not provide monitor information>
Animatedimage$1.run() line: 189
TimerTaskList.runLaunchedTasks(Timer) line: 237
Timer.run() line: 431

Thread.run() line: 311

Thread.runWrapper() line: 464

Thread.callWrapper() line: 449

stem Thread [UIPump] (Suspended)

<VM does not provide monitor information>
Animatedimage.renderContent(GraphicsContext, int,
Animatedimage(Widget).render(GraphicsContext) lin
Animatedimage(Widget).paint(GraphicsContext) line:

v o

W

v n

DWW Wwww
o

v o

LRRE RO IR R R R RN R o

© MICROEJ 2024

v & VEE Debugger Proxy (STM32F7508-VEEPort-CM7hardfp_IAR 38

@Override
protected void renderContent (GraphicsContext g, int contentWidth, int content
synchronized (this.resource2) {

try {
Thread.sleep(10):

} catch (Exception )

}

if (AnimatedImage.this.currentIndex > 5) {
synchronized (this.resourcel) {
}

ResourceImage currentFrame = this.frame;

if (currentFrame '!= null) {
Style style = getStyle():
int horizontalAlignment = style.getHorizontalAlignment():
int verticalAlignment = style.getVerticalAlignment ()’

int x = Alignment.computeleftX(currentFrame.getWidth(), 0, contentWic
int y Alignment.computeTopY(currentFrame.getHeight (), 0, contentHe:

g.setColor (style.getColor()):

& MICROE),

L] Y88 |3y 8
Name Value
v o this Animatedimage (id=3221798988)
—fClassSelectors ________(id=3221792340)
o currentindex 6
> o frame Resourcelmage (id=3221800472)
> o frames String[30] (id=3221799024)
= a height 198
> & parent SimpleDock (id=3221799224)
o period 40
of resourcel Object (id=3221799016)
of resource2 Object (id=3221799020)
> & style CascadingStyle (id=3221799996)
> o timerTask AnimatedimageS$1 (id=32218003...
a width 420
=l a x 0
=] ay 54
= @ contentHeight 198
@ contentWidth 420
> 06 g GraphicsContext (id=3221792828)
— <Choose a previously entered expression> v

-

V2.2 Jul. 2024 20



USING THE DEBUGGER (4/4)

DEBUG ON SIMULATOR

* Todebugan application on Simulator, select itin the left panel then right-click and select

Debug As > MicroEJ Appllcatlon°

v T DemoWIdget (SIM) [Mn:roE.l Application]
rail MJ 20001
v o Thread [UIPump] (Suspended)
E] <VM does not provide monitor information>
Animatedimage.renderContent(GraphicsContext, int,

Animatedimage(Widget).paint(GraphicsContext) line: 222
PageHelper$2(Desktop).renderWidget(GraphicsConte: gg- 2
OverlapRenderPolicy(RenderPolicy).renderWidget(Gre |
OverlapRenderPolicy.renderWidget(Widget, int, int, i
OverlapRenderPolicy(DefaultRenderPolicy).executeRe
DefaultRenderPolicy.accessSO(DefaultRenderPolicy, W .
DefaultRenderPolicy$1.run() line: 94 %
DisplayPump(MicroUIPump).execute(int, int) line: 224 ;%%
DisplayPump(MicroUIPump).run() line: 180 -
Thread.run() line: 325
Thread.runWrapper() line: 387
»@ Thread [Timer] (Running)
»@ Thread [thread2] (Running)
w C:\Program Files\Eclipse Adoptium\jdk-11.0.19.7-hotspot\| €
= STM32F7508DK

this.frame = loadImage (this.currentIndex);

requestRender ()

@Override

protected void renderContent (GraphicsContext g,

synchronized (this.resource2) {

try {
Thread.sleep(10):

} catch (Exception &) {

3

int

if (AnimatedImage.this.currentIndex > 5)
synchronized (this.resourcel) {
}

{

ontentWidcth,

@
=
o
=
=
o
=

© MICROEJ 2024

Miervey Anaton | ook stm 32T 200-dk

Name

v o this
o cl | r
o currentindex

& MICROEJ.

58|
Value

Animatedimage (id=8)
id=1
6

o T1ags
> o frame

int contenit > o frames

= height
parent

period

a
a

o

o resourcel

™

resource2
> & style

> o timerTask
width

X

y

o

1]
« b b b

= @ contentWidth
@ contentHeight

°

Resourcelmage (id=11)
String[30] (id=12)

198

SimpleDock (id=14)
40

Object (id=15)

Object (id=17)
CascadingStyle (id=18)
Animatedimage$1 (id=19)
420

0

54

GraphicsContext (id=9)
420

198

<Choose a previously entered expression>

€

ontentWic
pntentHe:

BX % ERESE 18-

29, 2023, 6:04:49 PM) [pick: 20240]

V2.2 Jul. 2024
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PORT QUALIFICATION TOOL (1/2)

* The Port Qualification Tool (PQT) project provides the tools
required to validate each component of a MicroEJ VEE Port.

» After porting or adding a Foundation Library to a MicroEJ VEE
Port, it is necessary to validate its integration.

For each Low Level API, an Abstraction Layer implementation is
required. The validation of the Abstraction Layer implementation
is performed by running tests at two-levels:

o InC, by calling Low Level APIs (usually manually).

o InJava, by calling Foundation Library APIs (usually automatically
using Platform Test Suite).

* PQT tests can be extended by the developer to support custom
Foundation Libraries.

* Please refer to the Platform Qualification documentation for more

information.

© MICROEJ 2024

& MICROE),

PLATFORM QUALIFICATION
TEST SUITES

FOUNDATION
LIBRARIES

VIRTUALIZATION

LLNET LLLED LLSSL

LLDISPLAY LLKERNEL

—==ABSTRACTION LAYERS _ LLMJVM LLBLE LLFS

C Runtime

RTOS/0S

PLATFORM

PROCESSOR
CORE

CPU FPU

Memory Peripherals

HARDWARE
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https://docs.microej.com/en/latest/glossary.html#term-Foundation-Library
https://docs.microej.com/en/latest/PlatformDeveloperGuide/platformQualification.html#platform-testsuite
https://docs.microej.com/en/latest/PlatformDeveloperGuide/platformQualification.html#platform-qualification

PORT QUALIFICATION TOOL (2/2)

* PQT tests are provided with a Test Suite
project, to run tests automatically (Cl or

locally)

—> Agility in the development flow

e ATest Suite contains one or more tests.
For each test, the Test Suite Engine will:

(@)

(@)

© MICROEJ 2024

Build a MicroEJ Firmware for the test.

Program and Run the MicroEJ
Firmware onto the device.

Retrieve the execution traces.

Analyze the traces to determine
whether the test has PASSED or
FAILED.

Append the result to the Test Report.

Repeat until all tests of the Test Suite
have been executed.

5%
MicroEJ Platform

Test Suite

BSP Code

Test Suite Engine

& MICROE),

@ Build report
Test Report

@ Collect results

@ Serial To Socket
Transmitter

VEE Port Test Suite on Device Overview

V2.2 Jul. 2024 23



KEY TAKEWAYS S MICROEJ.

1. PQT:validate the vertical integration: Foundation Library > Abstraction Layer > C Library >
Driver

2. EventTracing & Logging: instrument the application with debug logs

3. Core Engine VM Dump: diagnosis tool to display the state of the MicroEJ Runtime and the
MicroEJ threads on target (name, priority, stack trace, etc. )

4, Debugger (on device & simulator): analysis of an applicative issue

© MICROEJ 2024 V2.2Jul. 2024 24



& MICROEJ.

Memory Inspection
Tools

© MICROEJ 2024 V2.2Jul.2024 25



MEMORY INSPECTION TOOLS

* Tools:
o Heap Dumper & Heap Analyzer

& MICROE),

o Core Engine Memory integrity check

MB1191B

o Heap Usage Monitoring Tool*

STM3IZF7508-DK

* Examples:
o Investigate memory leaks

o Detect memory corruption of the

= Progress & Console *

Toggle - ittedProgress {
Progress Bar

Indeterminate Progress Bar

Keyboard

CircularIndeterminate Progress

Circular Dotted Progress

MICROEJ.

Circular Progress

DemoWidget (SIM)_ [MicroEJ Application] [pid: 9572]

'ROGRESS MAX, ANIMATION DURATION) ;

X k| BelREE n

C E H h Exception in thread "UIPump" java.lang.OutOfMemoryErrorException in thread "UIPump" (id=1l): java.lang.OutOfMemoryError:
O re n gl n e ea p at java.lang.Throwable.printMessageStackTrace (Throwable.java:200)

at
at
at
at
at
at
at
at

java.lang.Throwable.printStackTrace (Throwable.java:157)
java.lang.Throwable.printStackTrace (Throwable.java:74)
ej.microui.MicroUIl.errorLog (MicroUI.java:109)
ej.microui.display.Display.errorlLog (Display.java:458)
ej.microui.display.DisplayPump.handleError (DisplayPump.java:110)
ej.microui.MicroUIPump.run (MicroUIPump.java:184)
java.lang.Thread.run(Thread.java:325)
java.lang.Thread.runWrapper (Thread.java:387)

Exception in thread "UIPump" java.lang.OutOfMemoryError
Exception in thread "UIPump" (id=1): java.lang.OutOfMemoryError:

at

dava.lanca.Svatem . nrintStackTrace (Svatem._dawva:261)

Out Of Memory exceptionin a GUI
application

*Tool not introduced in this presentation, visit docs.microej.com for more information.

© MICROEJ 2024
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https://docs.microej.com/en/latest/SDKUserGuide/heapAnalyzer.html
https://docs.microej.com/en/latest/VEEPortingGuide/coreEngine.html#check-internal-structure-integrity
https://docs.microej.com/en/latest/ApplicationDeveloperGuide/heapUsageMonitoring.html
https://docs.microej.com/en/latest/

HEAP DUMPER & HEAP ANALYZER (1/4) 9 microes

Heap Dumper is a tool that takes a snapshot of the heap.
Generated files (.heap extension) are available in the application output folder.

* Heap Analyzeris a tool that allows to inspect the heap dumps.
It provides the following features:

o Memory leaks detection
o Objects instances browse
o Heap usage optimization (using immortal orimmutable objects)

o Comparison between Heap Dumps

* To generate .heap dump files, System.gc() must be called explicitly in the application code.

.heap dump files can be generated in simulation and also dumped from the device.

© MICROEJ 2024 V2.2 Jul. 2024 27



HEAP DUMPER & HEAP ANALYZER (2/4)

OPEN HEAP DUMPS

REPRODUCE THE ISSUE

* Inthe com.microej.demo.widget Simulator
launcher, enable the Heap Dumper:

Name: DemoWidget (SIM)

~ Libraries
> ECOM
EDC
> MicroUl
Shielded Plug
~ Runtime
Memory
~ Simulator
Code Coverage
Com Port
Debug
Device
FS
HAL
Logs
Mock

7] Main |4 Execution | i Conﬁgurationl I\JRE‘ B Source| =] Common‘

Heap Inspection

@ Activate heap dumper

* Runon Simulator. Heap dumps are performed
every 4 seconds (see Navigation.java)

* Enter/leave the Circular Dotted Progress page

~10 times

e Getthe errortracein the console

© MICROEJ 2024

Heap Dumps are generated in the

& MICROE),

com.microej.demo.widget/com.microej.demo.

widget.common.Navigation/heapDump folder.
Right-Click on 2 consecutive .heap files.
Click on Compare With = Each Other.

The Heap Viewer opens, select the following

configuration:

£° Compare (‘com.microej.demo.widget/com.microej.demo.widget.common.Me

0 Text Compare 8

Default Compare

com.microej.demc
Heap dump compare

250 types - 893 in:

Heap dump compare (by content)

Type name Text Compare
> [ boolean(]
bi4 [ Show

n, All types and instances

Garbage collected and new instances

e Persistent instances

Persistent instances with value changed
2 48 150 n

ition/heag
)

inces
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HEAP DUMPER & HEAP ANALYZER (3/4)

 Heap Compare between .heap-3 and .heap-4:

© MICROEJ 2024

com.microej.demo.widget/com.micro...n.Navigation/heapDump/heap-3.heap |com.microej.demo.widget/com.microej.demo.widget.common.Navigation/heapDump/heap-4.heap
15 types - 152 instances - 2430 bytes (from first to last time stamp) 44 types - 843 instances - 13872 bytes (from first to last time stamp)
Type name v Instances Size [ Type name v Instances Size Referenced inst... Owner
ENEN Y ]| 14 302 » 2 byte] 14 302 0
© © com.microej.demo.widget.common.PageHel 2 8 | [Bchar] 8 182 0
© @ com.microej.demo.widget.common.Transitio 1 28 | © © com.is2t.bon.timer.TimerTaskList 5 80 628
+ B gj.microuidisplay.Resourcelmage 4 64 | © © com.is2t.bon.timer.TimerTaskRef 4 48 628
o 14 ej.mwt.Widget[] 26 548 . © commicroej.demo.widget.circulardottedprogress.CircularDo 5 260 781
+ |4 e mwt.animation.Animation[] 6 48 O com.microej.demo.widget.circulardottedprogress.CircularDo 4 144 628
© B gj.mwt.animation.Animator 6 96 O com.microej.demo.widget.common.PageHelper$1 2 g 0
© © gj.mwt.event.DesktopFventGenerator 1 16+ O com.microej.demo.widget.common.PageHelper$2 6 168 1200
© © ej.mwt.event.PointerFventDispatcher 1 20 (o maiccosaidama idget.common.TransitionDisplayable 1 28 169
© B gj.mwt.render.OverlapRenderPolicy 5 60 5 80 633
© @ ejwidget.basiclmageButton 2 80 16 158 Kernel
© B ejwidget.event.ClickFventHandler 2 3 > 9 gj.microui.display.Resourcelmage 4 64 4
- B ejwidget.swipe.SwipeFventHandler 1 08 - © gjmotion.Motion 5 120 5
> Sint] 75 » 19 ef.mwt.Widget[] 31 628 6000
+ © javalang.Object 6 24 | 5 gl.mwt.animation.Animation[] 7 56 0
» @ ejmwt.animation.Animator 7 112 308
H » @ gjmwt.event.DesktopFventGenerator 1 16 0
N ew Tl mer | n Sta nce refe ren Ced fro m » @ gjmwt.event.PointerfventDispatcher 1 20 165
An | m ated Cl rcu la rDOtted P rogress > ? ej.mwt.render..OVTer.IaprenderPolicy 6 72 1200
class _ _
e Type filter: Contains ~
“Progress & Console £ Outline 4 Search E” Instance Fields (ymparison -3 Call Hierarchy %:Instance Browser X
Fields
Field Type Value Owner
O next unknown 0 Kernel
~ O task © com.microej.demo.widget.circulardott§dprogress.CircularDottedProgressPage$ AnimatedCircularDottedProgress$1 #25621 Kernel
B list (loop to t ® com.is2tbon.timer.TimerTaskList #25613 Kernel
@ absoluteTime ® long 1701442424794
@ period G@long 100
@ fixedRate ~ ®@ boolean false
@ jsCanceled @ boolean false
arTTacTean opooEan true
) @ this$1 © com.microej.demo.widget.circulardottedprogress.CircularDottedProgressPage$ AnimatedCircularDottedProgress #24806 Kernel
&.ae wWidge g € gar ESSrdge A g ear e #24806 Kernel

& MICROE),

Guidelines:

Lots of new objects have been
created (691 new instances)

Use the compare by content
option to discard objects that
moved but have the same content

Look for new objects that can have
an impact (Thread, Timer, Page,
Widget, StyleSheet)

- knowledge of the application

required, need to understand the
objects hierarchy

Once an object has been picked,
look its parent in the Instance
Browser
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HEAP DUMPER & HEAP ANALYZER (4/4) 9 microes

ROOT CAUSE ANALYSIS

* New Timerinstance created each time the
CircularDottedProgressPage is shown:

1 *CircularDottedProgressPage.java *
| @Override
protected void onShown () {
System.gc() s
this.startTime = Util.platformTimeMillis():
i i i dProgress progress = this;

Timer timer = new Timer();
TimerTask Task = new TimerTask() {

@Override
public void run() {
progress.tick():
}
1.
Itimer.schedule(task, 0, 100):'
}

public void tick() {
this.angle = (this.angle + 15) % 360;
setProgress (this.angle):

requestRender () ;

}

- Memory leak is due to the useless Timer
instances keeping a reference on the widget
AnimatedCircularDottedProgress

Also, the TimerTask is never canceled

© MICROEJ 2024

Retrieve a global Timer instance (defined at
application startup)

Cancel the TimerTask once the
CircularDottedProgressPage is hidden

@0verride
protected wvoid onShown () {
this.startTime = Util.platformTimeMillis():

final AnimatedCircularDottedProgress progress = this;
I Timer timer = ServiceFactory.getService(Timer.class, Timer.class); I

this.tTask = new TimerTask() {

@0Override
public wvoid run() {
progress.tick():
}
| ¥
timer.schedule (this.task, 0, 100);:
}

@0verride
protected wvoid onHidden () {

if Ehis tasl o nulll

this.task.cancel ()

}
this.task = null;
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CORE ENGINE MEMORY INTEGRITY CHECK (1/3) 9 MicrokL

* The LLMJVM_checkintegrity API checks the internal memory structure integrity of the Core Engine
with the LLMJVM_checkintegrity API to detect memory corruptions in native functions.

» Thisfeatureis for Applications deployed on hardware devices only:

o Ifanintegrity error is detected, the LLMJVM_on_Checkintegrity_error hook is called and this
method returns 0.

o If nointegrity error is detected, a non-zero checksum is returned.

* Note: this function affects performance and should only be used for debug purpose.
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https://docs.microej.com/en/latest/PlatformDeveloperGuide/coreEngine.html#core-engine-check-integrity

CORE ENGINE MEMORY INTEGRITY CHECK (2/3)

REPRODUCE THE ISSUE

* Add C code provided in fill_array_heap_corruption.c in the BSP project

e Build and run the com.microej.demo.widget on the device

« Enter the Radio Button page, click on one of the buttons

* The GUI should freeze, the Heap is corrupted

* Indebug mode, the execution is stuck in a while loop:.

Disassembly

microej_main.c X
Java_com_microej_demo_widget_radiobutton_widget_RadioButton_fillArray[uint8_t *, jinf)

S
fo

printf("MicroEJ START\n");

err = SNI_startVM(vm, 0, NULL):
if (err < 0) (
// Error occurred
if (err == LLMJVM E_EVAL_LIMIT) {
printf("Evaluation limits reached.\n");
] else {

printf("MicrotJ execution error (err = %d).\n", (int) err);
)
] } else |
// VM execution ends normally
exitcode = SNI_getExitCode (vm);
printf("MicroEJ END (exit code = %d)\n", (int) exitcode);
r )

// delete VM
SNI_destroyVM(vm)

{1}
1L

void Java_com mycompany Main_printHelloNative (veid) {
printf ("HelloNative C\n");
B

{1}
i,

void fillArrayDo(uint8 t * array, jint length)({
*(array-=2)=1; // Write outside of the array
»

[] void Java_com microej_demo_widget_ radiobutton widget RadioButton_fillArray(uint8_t * array, jint length)({

int32_t crcBefore = LLMJVM checkIntegrity():
fillArrayDo(array, length);
int32_t crcAfter = LLMJVM checkIntegrity();
[-] if(crcBefore != crcAfter)(
// Corrupted MicroJvM virtual machine internal structures
©MICROEJ 2024  * —
& IR

Goto _icetea_wvitual_co - Memory

}

Disassembly

0x9019'02d2: Oxf7fc 0x£859
SNI_destroyVH(wm):
0x9019'02d6: 0Oxd620
0x3019'02d8: Oxe8bd 0x4010
0x9019'02dc: Oxf?el 0xbd7l
0x9019'02e0: 0x9019'238c

BL

MOV
POP.W
B.W
DC32

printf

RO, R4

{R4. IR}
SNI_destroyVi
0x9019'238c

0x9018'c388

0x9017 '1dc2

void Java_com_microej_demo_widget_radiocbutton widget RadioButton_ fillArray(u

Java_con_microej_demo_widget_radiobutton_widget_RadiocButton

0x9019'02e4: 0xbS30
0x9019'02eb: 0xb081
0x9019'02e8: 0x4604

PUSH
SUB
MOV

{R4, RS. LR}
SP. SP, #0x=4
R4. RO

int32_t crcBefore = LIMIVH checkIntegrity():
__icetea_ virtual com_is2t_microjvm. .

0x9019'02ea: 0xf000 0x£843
0x9019'02ee: 0x4605

BL
HOV

RS. RO

*(array-=2)=1; // Urite outside of the array

0=9019'02£0: 0x2001
0x9019'02£2: 0xf804 0x0c02

0x9019'02f6: 0xf000 0xf83d

0x9019'02fa: 0x4285

0x9019'02fc: 0xd000
while(1l

0x9019'0300: 0xb001
0x9019'0302: 0xbd30
0x9019'0304: 0x0000
0x9019'0306: 0x0000
0x9019'0308: 0x7263'694d
0x9019°030c: 0x204a'456f
0x9019'0310: 0x7469'6e69
0x9019'0314: 0x696c'6169
0x9019'0318: 0x6974'617a
0x9019'031c: 0x6520'6ebf
0x9019'0320: 0x726f'7272
0x9019'0324: 0x0D000'Da2e

HOVS

STRB. U

BL
CHP
BEQ.N

ADD

POP

HOVS
MOVS
DC32
DC32
DC32
DC32
DC32
DC32
DC32
DC32

RO, #1

RO. [R4. #-0x2]

__icetea__virtual_ _com_is2t_microjvm

RS, RO
0x9019'0300

SP. SP. #0x4
{R4, RS, PC}
RO. RO
RO, RO

027263"'694d
0x204a' 456f
027469 '6e69
0x696c'6169
026974"'617a
0x6520 ' 6ebf
0x726f'7272
Oxa2e (2606)

& MICROE),
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CORE ENGINE MEMORY INTEGRITY CHECK (3/3) 9 MicrokL

ROOT CAUSE ANALYSIS FIX

« ThefillArrayDo native function writes outside * Fix the implementation of fillArrayDo.
the array memory area:

'void fillArrayDo(uint8 t * array, jint length){
* larray-=2)=1; // Write outside of the array

}

'void Java_com microej_demo widget radiobutton widget RadioButton fillArray(uint8 t * array, jint length){

int32_t crcBefore = LLMJVM checkIntegrity():

fillArrayDo(array, length):

int32_t crcAfter = LLMJVM checkIntegrity():

if (crcBefore != crchAfter){
// Corrupted MicroJdVM wirtual machine internal structures
while(l);
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KEY TAKEWAYS S MICROEJ.

* Heap Dumper:
* Generates heap dumps (.heap file) on System.gc() execution

* Heap Analyzer features:

* Compare: compares two heap dumps, showing which objects were created, or garbage
collected, or have changed values
- useful for memory leaks detection

« Heap Viewer: shows which instances are in the heap, when they were created, and attempts to
identify problematic areas
—> useful for memory optimization

* Core Engine Memory Integrity Check: detect memory corruptions in native functions.

* Heap Usage Monitoring Tool: estimate the heap requirements of an application.
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Debugging a GUI
Application
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Identifying & Debugging
Performance Bottlenecks

000000000000



IDENTIFYING & DEBUGGING BOTTLENECKS 2 pcroc

e Tools:
e Flush Visualizer

e SystemView

* Example:

 Identify performance bottlenecks that
prevents smooth animations

/7

MICROEJ

Animated images

© MICROEJ 2024 V2.2Jul. 2024 37


https://docs.microej.com/en/latest/ApplicationDeveloperGuide/UI/Simulation/flush-visualizer.html
https://docs.microej.com/en/latest/VEEPortingGuide/systemView.html

FLUSH VISUALIZER (1/2)

* The Flush Visualizer shows the pixel surface drawn between two MicroUl frame buffer flushes.

» Aperfect application has 100% of its display area drawn. A total area drawn between 100% to 200%
is the norm in practice because widgets often overlap.

B STM32F7508-DK

© MICROEJ 2024

MB11918

u.
§
| B
N
\ K
_é
’é

fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle

drawImage regionX=8 region¥=8 width=26@ height=235 x=18 y=37 alpha=255 area=44

fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle
fillRectangle

i igny=0 width=26@ height=235 x=18 y=37 alpha=255 area=44
32# Area drawn: 493%

¥1=8 yl=8 w2=479 y2=271 area=99
x1=5 yl=5 w2=474 y2=266 area=93
x1=5 yl=5 x2=9 y2=266 area=@

¥1=5 yl=5 x2=474 y2=9 area=1
x1=478 yl=5 x2=474 y2=266 area=e
x1=5 yl1=262 x2=474 y2=266 area=1
x1=18 yl=36 x2=469 y2=36 arca=@
®1=318 y1l=74 x2=422 y2=111 area=2
¥1=318 yl=74 x2=318 y2=111 area=@
x1=318 y1=74 x2=422 y2=74 area=e
x1=422 y1=74 x2=422 y2=111 area=@
x1=318 yl=111 x2=422 y2=111 area=@
x1=343 y1=1387 x2=397 y2=224 area=1l
x1=343 y1=187 x2=343 y2=224 area=@
¥1=343 y1=187 w2=397 y2=187 area=@
x1=397 y1=187 x2=397 y2=224 area=@
x1=343 yl=224 x2=397 y2=224 area=@

x1=8 yl=8 x2=479 y2=271 area=99
®1=5 y1=5 w2=474 y2=266 area=93
x1=5 yl=5 x2=9 y2=266 area=@

¥1=5 yl=5 x2=474 y2=9 area=1
x1=478 yl=5 x2=474 y2=266 area=@
x1=5 y1=262 xX2=474 y2=266 area=1
x1=18 y1=36 x2=469 y2=36 area=@
x1=318 y1=74 x2=422 y2=111 area=2
x1=318 yl=74 x2=318 y2=111 area=@
x1=318 y1=74 x2=422 y2=74 area=0
x1=422 y1=74 x2=422 y2=111 area=@

x1=318 y1l=111
x1=343 y1=187
x1=343 y1=187
x1=343 y1=187
x1=397 y1=187
x1=343 yl=224

w2=422 y2=111
N2=397 y2=224
N2=343 y2=224
w2=397 y2=187
w2=397 y2=224
w2=397 y2=224

area=g
area=1
area=g
area=g
area=g
area=g

& MICROE),
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FLUSH VISUALIZER (2/3) -

REPRODUCE THE ISSUE

* Enable the Flush Visualizer in the FrontPanel project of the VEE Port

* Run the slide-container example of ExampleJava-MWT repository on Simulator
* Click on the Show next button, the Flush Visualizer displays a message in the Console:

| [ STM32F7508DK = O X |

slide-container SIM_ [MicroE) Application] C\Program Files\Eclipse Adoptium\jdk-11.0.23.9-hotspot\bin\javaw.exe (Jul 31, 2024, 5:54:06 PM) [pid: 23700]
[ Initialization Stage ]
[ Converting fonts ]
WARNING: option 'com.microej.runtime.kf.waitstop.delay' is not defined (automatically set to '2000')
[ Converting images ]
[ Launching on Simulator ]
Warning: Area drawn 202% during flush 1

Warning: Area drawn 404% during flush 281

(]
=
[=}
o
25
2 E
2 H
oy =
2B
E
o

H H H H H H v & slide-container
* Flush Visualizer report is accessible in the project output folder: e
» [ srcfmain/resources
> Bk Module Dependencies module.ivy [*]
> [= build
~ [= com.microej.example.mwtslidecontainer.SlideContainerDemo
= bon
= externalResources
s (= fonts
s (= images
v (= MicroUIFlushVisualizer
> = flush
= fullOp.txt
© MICROEJ 2024 |O MicroUlFlushVisualizer.html V2.2 Jul. 2024 39
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https://docs.microej.com/en/latest/ApplicationDeveloperGuide/UI/Simulation/flush-visualizer.html

FLUSH VISUALIZER (3/3)

ROOT CAUSE ANALYSIS

* Drawings are done twice once the animation is

over.

public void tick({int walue,

ff Mowve the 2 pages

updatePosition (value,

if (finished) {

ff Refresh on the newly wvisikle child.

restore () :

= fillRectangle

x1=8 yl=@ x2=479 y2=271 area=99

boolean finished) {

leftChild, rightChild);

Run the updatePosition() code only when the
animation is running;:

public void tick(int wvalue, boolean finished) {
if (finished) {
S BRefresh on the newly wvisibkble child.
restore()
} else {
ff HMove the 2 pages
updatePosition(value, leftChild, rightChild):;

fillRectangle x1=5 yl=5 x2=474 y2=266 area=93

fillRectangle x1=5 y1=5 x2=8 y2=266 area=8

fillRectangle x1=5 yl=5 x2=474 y2=9 area=1

fillRectangle x1=47@ yl=5 x2=474 y2=266 area=@ .

FillRectangle x1=5 yl=262 x2=474 y2=266 area=l fillRectangle x1=8 y1=8 x2=479 y2=271 area=99

fillRectangle x1=10 y1=36 x2=469 y2=36 area=@ : — — — - —

fillRectangle x1=318 yl=74 x2=422 y2=111 area=2 f:.LllRectangle x1=5 yl=5 x2=474 y2=266 area=93
d t P t FillRectangle x1=318 yl=74 x2=318 y2=111 area=@ fillRectangle x1=5 yl=5 x2=9 y2=266 area=@

u p aterositon = fillRectangle x1=318 yl=74 x2=422 y2=74 area=8 Fill 1 _ _ _ _ _
FillRectangle x1=422 y1=74 x2=422 y2=111 area=@ illRectangle x1=5 yl=5 x2=474 y2=9 area=1
fillRectangle x1=318 yl=111 x2=422 y2=111 area=@ fillRectangle x1=478 yl=5 x2=474 y2=266 area=0
fillRectangle x1=343 yl1=187 %2=397 y2=224 area=1 .
fillRectangle x1=343 y1=187 x2=343 y2=024 area=@ flllﬁectaﬂgle x1=5 yl=262 x2=474 y2=266 area=1
fillRectangle x1=343 yl=187 x2=397 y2=187 area=@ fillRectangle wl=18 y1=35 w2=4F9 y2=35 area=e
fillRectangle x1=397 yl=187 x2=397 y2=224 area=@ N
FillRectangle x1=343 y1=224 x2=397 y2=224 area=@ fillRectangle x1=318 y1=74 x2=422 y2=111 area=2
drawImage regionX=8 region¥=8 width=26@ height=235 x=18 y=37 alpha=255 area=a4 : _ _ _ _

i Rectangle 2icd yiog waia73 you271 arcaced fillRectangle x1=318 y1=74 x2=318 y2=111 area=@

fillRectangle
fillRectangle
fillRectangle

x1=5 yl=262 x2=474 y2=266 area=1
x1=18 y1=36 x2=469 y2=36 area=@
x1=318 yl=74 x2=422 y2=111 area=2

FillRectangle x1=5 yl=5 x2=474 y2=266 area=93 fillRectangle x1=318 yl1=74 x2=422 y2=74 area=0
fillRectangle x1=5 yl=5 x2=9 y2=266 area=@ .

ﬁmmangl& e §1=5 4 29 aree1 fillRectangle x1=422 yl=74 x2=422 y2=111 area=@
fillRectangle x1=47@ yl=5 x2=474 y2=266 area=0 fillRectangle x1=318 y1=111 x2=422 y2=111 area=@

fillRectangle x1=343 y1=187 x2=397 y2=224 area=1
fillRectangle x1=343 y1=187 x2=343 y2=224 area=@

fillRectangle x1=318 yl=74 x2=318 y2=111 area=0@ .
restore() = fillRectangle x1=318 y1=74 x2=422 y2=74 area=6 fillRectangle x1=343 yl1=187 x2=397 y2=187 area=@
fillRectangle x1=422 y1=74 x2=422 y2=111 area=B : _ - - -
fillRectangle x1=318 §1:111 x2j|22yy2:111 area=g fillRectangle x1=357 yl1=187 x2=397 y2=224 area=@
FillRectangle x1=343 y1=187 %2=307 y2=224 area=1 fillRectangle x1=343 y1=224 %2=397 y2=224 area=@
fillRectangle x1=343 y1=187 x2?=343 y2=224 area=@ . . N .
Fl1Rectanile x1-343 1187 x2-387 y2-187 orcact onY=8 width=260 height=235 x=18 y=37 alpha=255 area=44
fillRectangle x1=397 y1=187 x2=397 y2-224 area=@ 294 Area drawn: 246%

fillRectangle

x1=343 yl=224 x2=397 y2=224 area=0

& MICROE),

drawlmage regionX=8 region¥=8 width=268 height=235 x=18 y=37 alpha=255 area=44
32# Area drawn: 493%

Next step: investigate the 2 first fillRectangle() redrawing ~200% of the screen
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SYSTEMVIEW (1/2) -

The SystemView tool can be used to trace the application execution and identify performance bottlenecks.
* Use case: measure the rendering time of images:

-10.? ms | : -5.0 ms 0.086 851 2*2 | —5.'? ms |

Unified H I [l

SysTick

Scheduler fo o | public void render (GraphicsContext gc) {

{\@A i drawTracer.recordEvent (MY EVT ID);

| [0S] Tmr Sve i e int length = images.size();

[OS] CPULOAD render() / MICR render() for(int i = -1; ++i<length;) {
| [os] starts \ stops : tmages.get (1) .paint(gc);

[MEJ] GC l N drawTracer.recordEventEnd (MY_EVT _ID);

[

[MEJ] Thread1 ! | ; lﬁs\n;s " }
4 e utpump|» |___| Custom trace event to track the

Idle [8-8 ms | 38 execution of the render() method

(| J \ | J
I 1 I
Background: Logo: Mascot: 7.7ms
4.5ms 1.7ms

* Rendering duration for the 3 images: 13.9ms

« Alltheimages are drawn using the CPU (UIPump thread) - Hardware accelerator can be used to offload the
CPU (e.g. SMT32 DMA2D accelerator)
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SYSTEMVIEW (2/2)

& MICROE),

* Implement the UI_DRAWING_drawlmage function in the BSP to use the DMA2D accelerator to perform the image

drawing_dma2d.c X
~UI_DHAWING_drawimage[MICROUI_GraphicsContext *, MICROUI_Image *, jint, jint, jint, jint, jint

drawing:
-10.? ms |
Unified [
Scheduler
[OS] Tmr Svc render()
[OS] CPULOAD starts

4 [MEJ] GC

[ME]] Thread1

[MEJ] UIPump

Idle

Background:

RN

Logo: Mascot:
0.6ms 1.1ms

79 ms

gﬂ DRAWING Status UI DRAWING drawImage (MICROUI GraphicsContext* gc, MICROUI Image* ima

DRAWING Status ret;
DRAWING DMA2D blending t dma2d blending data;

= if ( drawing dma2d is image compatible with dma2d(gc, image, x src, y src,
LLUI DISPLAY setDrawingLimits(dma2d blending data.x dest, dma2d ble
_drawing dma2d blending configure (&dma2d blending data);

_drawing dma2d blending start (&dma2d blending data);

ret = DRAWING RUNNING;

= else |

UI DRAWING SOFT drawImage(gc, image, x src, y src, width, height, x
ret = DRAWING DONE;

[ }

return ret;

Implementation of UI_DRAWING_drawlmage using DMA2D

* Rendering duration for the 3 images : 6.2ms (45% faster compared to the software implementation)
* Blending / Drawing of Logo and Mascot images is accelerated thanks to DMA2D

* CPU is offloaded during DMA2D operations (Idle state) = other VEE or RTOS threads can run at this time

© MICROEJ 2024

V2.2 Jul. 2024 42



& MICROE),

Debugging Rendering Issues
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IDENTIFY GUI RENDERING ISSUES 9 mickoes

* Tools:
* Widget Debug Utilities

 MWT Debug Utilities

 Example:
* Debug the rendering issue of a page:

i
3

Label

Autoscroll Label

MB11918
MB11918

STM32F7508-DK

Image Widget

4
o
Py
f=3
v
~
w
o~
2
[ =
w

Animated image

Slider with Value

Slider with Progress

MICROE..

"
@)
&
v
=

Circular Slider

Rendering issue when entering an application page
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https://docs.microej.com/en/latest/ApplicationDeveloperGuide/UI/Widgets/debug-utilities.html
https://docs.microej.com/en/latest/ApplicationDeveloperGuide/UI/MWT/how-to-debug.html

WIDGET DEBUG UTILITIES (1/3) @ micwoe

The Widget Library provides several Debug Utilities to investigate and troubleshoot GUI
applications:

* Printthe hierarchy of widgets and styles

* Printthe path to a widget

* Count the number of widgets or containers

* Countthe maximum depth of a hierarchy

* Printthe bounds of a widget

* Printthe bounds of all the widgets in a hierarchy
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WIDGET DEBUG UTILITIES (2/3) @ micwoe

REPRODUCE THE ISSUE

* Inthe com.microej.demo.widget project, edit the PageHelper class of as follow:

gle public static veoid addCommonStyle (CascadingStylesheet stylesheet) |

82 Selector titleButton = new ClassSelector (TITLE BUTTON CLASSSELECTOR) ;

83

04 Editablestyle style = stylesheet.getDefaultsStyle ()

85 style.setColor (DemoColors. DEFAULT FOREGROUND) ;

86 style.setBackground (NoBackground.NO BACKGROUND) ; // Uncomment to reproduce the rendering issue

87 // style.setBackground(new RectangularBackground (DemoColors.DEFAULT BACKGROUND)); // Comment to reproduce the
88 // rendering issue

B9 style.setFont (Fonts. getSourcesSansProl 9px300()) ;

* Run on Simulator

* Enter the Circular Slider Page to see the rendering issue:

Label

Autoscroll Label

STM32F7508-DK
811918

Image Widget

d
2B
g
o B
2B
2
w

e

Animated image

,._,
f ‘ i
| 4
-y,

MICROEJ.

Slider with Value

Slider with Progress

MICROEJ.

Circular Slider

© MICROEJ 2024 V2.2Jul. 2024 46



WIDGET DEBUG UTILITIES (3/3)

ROOT CAUSE ANALYSIS

FIX

& MICROE),

The background is not redrawn when the page
shows up

Print the style hierarchy of the Desktop to get
more information:

m CircularSlider.java »

4103 protected void onShown() {
104 HierarchyInspector.printHierarchyStyle (getDesktop() .getWidget ());
105 super.onShown ()

106 }

SimpleDock{x=0,v=0,w=480,h=272} (color=white, background=NoBackground, font=Font[Sourcel
+--SimpleDock{x=0,v=0,w=44,h=272} (color=white, background=NoBackground, font=Font[Sourc
| +—-ImageButton{x=0, v=0,w=44,h=46} (color=white, background=RectangularBackground, bo:
| +——-ImageWidget{==0,vyv=46,w=44 h=226} (color=white, kackground=RectangularBackground, 1
+-——CverlapContainer {x=44, y=0,w=436,h=272} (color=white| background=NoBackground, font=Fc
| +--S5impleDock{x=44,y=0,w=436,h=272} (color=white, Pkackground=NoBackground, border=Fle
| +--Label{x=54,y=0,w=420,h=54} (color=white, background=NoBackground, border=Flexik
| +--5impleDock{x=54,y=54,w=420,h=198} (color=white, background=NoBackground, font=F
1 | +#--Circular5lider{x=54,y=54,w=420,h=198} (color=white, background=NoBackground,
+--ImageWidget {x=44, v=0,w=20,b=16} (dimension=CptimalDimension[XY], background=NoBack
+--ImageWidget {x=44, yv=256,w=20,h=16} (dimension=CptimalDimension[XY], bkackground=NoB:

—> There are only transparent backgrounds used in
the widget hierarchy

© MICROEJ 2024

* Check the default StyleSheet configuration:

public static void addCommonStyle (CascadingStylesheet stylesheet) {
Selector titleButton = new ClassSelector (TITLE BUTTON CLASSSELECTOR) ;

EditabkleStyle =styvle = stylesheet.getDefanltStyle () !
ztyle.setColor (DemolColors. DEFAULT FOREGROUND) ;
| style.setBackground (NoBackground.NO BACKGROUND) ; |

—> The default style is providing a transparent background.
* The CircularSlider page is not setting the background neither:

[3] *CircularSliderPage.java

@Cverride

public veoid populateStylesheet (CascadingStylesheet stylesheet) |
EditakleStyle sliderStyle = styleshest.getSelectorStyle (new TypeSelector (CircularSlider.class)):;
sliderStyle.setFont (Fonts. getSourceSansProl spx700()) ;2
sliderStyle.setExtralInt (CircularSlider. THICRNESS_J'_D, THICKNESS)
sliderStyle.setExtralnt (CircularSlider.SLIDER COLOR ID, DemoColors.DEFAULT BACKGROUND) ;
sliderStyle.setExtralnt (CircularSlider.GUIDE THICKNESS ID, GUIDE THICKNESS) ;
sliderStyle.setExtralnt (CircularSlider.GUIDE COLOR ID, BAR COLOR):
sliderStyle.setExtralnt (CircularSlider.SLIDER DIAMETER ID, SLIDER SIZE);
sliderStyle.setExtralnt (CircularSlider.SLIDER THICKNESS ID, SLIDER THICKNESS) :

* Fix proposals:

« Setan opaque background in the default StyleSheet (if
possible)

« Setthe background in the StyleSheet of the CircularSlider page
(at least on the top level widget of the CircularSlider page
—> SimpleDock)
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HIGHLIGHTING THE BOUNDS OF THE WIDGETS

* When designing a Ul, it can be pretty convenient to highlight the bounds of each widget. Here are some
cases where it helps:
» Verify if the layout fits the expected design

* Setthe outlines (margin, padding, border)

* Check the alignment of the widget content inside its bounds

* Example with the Home page and the Wheel page:

1
Hr Label

Autoscroll Label

Image Widget
Slider with value August
Slider with progress SEIEJ.tE.PI‘-n-t?er
Checkbox

F .

N
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MWT DEBUG UTILITIES (2/3) © Microes

MONITORING THE RENDER OPERATIONS

It may not be obvious what/how exactly the Ul is rendered, especially if:
* Awidgetis re-rendered from a distant part of the application code

» Aspecific RenderPolicy is used (e.g. OverlapRenderPolicy)

* The Widget library provides a default monitor implementation that prints the operations on the
standard output.

* The logs produced also contain information about what is rendered (widget and area) and what code
requested the rendering.

« Example with the RadioButton page (application logs after click):

rendermonitor@ INFO: Render requested on com.common.PageHelper$2 > SimpleDock > OverlapContainer > SimpleDock > List > RadioButton at {0,0 87x25} of {221,116 87x25} by
com.microej.demo.widget.radiobutton.widget.RadioButtonGroup.setChecked(RadioButtonGroup.java:47)

rendermonitor@ INFO: Render requested on com.common.PageHelperS2 > SimpleDock > OverlapContainer > SimpleDock > List > RadioButton at {0,0 87x25} of {221,166 87x25} by
com.microej.demo.widget.radiobutton.widget.RadioButtonGroup.setChecked(RadioButtonGroup.java:50)

rendermonitor@ INFO: Render executed on com.common.PageHelperS2 > SimpleDock > OverlapContainer > SimpleDock > List > RadioButton at {-221,-116 87x25} of {221,116 87x25}
rendermonitor@ INFO: Render executed on com.common.PageHelperS2 > SimpleDock > OverlapContainer > SimpleDock > List > RadioButton at {-221,-141 87x25} of {221,141 87x25}

Radio Button Radio Button

© Money O Money
O Time O Time
O Energy @ Energy

=
w
o
o
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=

MICROEJ.
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MWT DEBUG UTILITIES (3/3) Q microts

MONITORING THE ANIMATORS

* Since an animator ticks its animations as often as possible, the animator may take 100% CPU usage if
none of its animations requests a render.

* MWT notifies when none of the animations has requested a render during an animator tick:

animatormonitor WARNING: None of the animations has requested a render during the
animator tick. Animations list:
[com.microej.demo.widget.carousel . .widget.Carousel$l1@2ded4]

115 // init repaint task
116e this.repaintAnimation = new Animation() {
117e @0Override
=118 public boolean tick(long currentTimeMillis) {
119 repaintTick():
188 // Repaint one more time for an optimized rendering.
189 —p 1f (!this.stopped || !stopped) {
0 this.stopped = stopped;
191 =P requestRender () ;
192 }
193 this.stopped = stopped:;
194

Ela

* requestRender() is only executed when the widget is moving, or if the user is manipulating it.
The tick() method loops indefinitely if there is no animation to do.

—> Stop the animation when not required to save CPU time
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KEY TAKEWAYS S MICROEJ.

« SystemView: live analysis of an application with a cross view between RTOS & VEE threads
—> bottlenecks analysis & profiling

* Flush Visualizer: show the pixel surface drawn between two MicroUl frame buffer flushes
—> avoid useless redraws, improve performances

« MWT & Widget Debug utilities: detect issues with the widget hierarchy
—> debugrendering issues
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Tools
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STATIC ANALYSIS TOOLS (1/3) 0 e

NULL ANALYSIS

Static analysis tools are helpful allies to prevent several classes of bugs.

* Use the Null Analysis tool to detect and prevent NullPointerException, one of the most common causes
of runtime failure of Java programs.

&) Mainjava I3 = B
1 package nullanalysis; ~ N
2
3 public class Main {

a

public static void example() {
/! The following 'getProperty’ method can return a 'null’ value
// @Nullable String java.lang.System.getProperty(String key)
String myValue = System.getProperty("APropertyThatMayBeUndefined”);

/f The following 'println' method allows Nullable argument
/f woid java.io.PrintStream.println(@Nullable String x)
system.out.println({myvalue);

// ERROR: 'Potential null pointer access: The wvariable myValue may be null at this lecation’
myValus. tolpperCase();
} W

& Problems 2 Y 8 = 8

1 errar, 0 warnings, 0 others

Description
w @ Errors (1 item)
4 Potential null pointer access: The variable myValue may be null at this location
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https://docs.microej.com/en/latest/ApplicationDeveloperGuide/nullAnalysis.html#null-analysis
https://repository.microej.com/javadoc/microej_5.x/apis/java/lang/NullPointerException.html

STATIC ANALYSIS TOOLS (2/3)

SONARQUBE

m ImageDisplay.java 2

19
28
gl
22
23
24
25
26
27
28
29
3
31

& MICROE),

SonarQube™ is an open source platform for continuous inspection of code quality. SonarQube offers

reports on duplicated code, coding standards, unit tests, code coverage, code complexity, potential

bugs, comments, and architecture.

SonarQube can be integrated with Cl tools to monitor code quality during the project life.

To setit up on your MicroEJ application project, please refer to this documentation. (configures the set

of rules relevant to the context of MicroEJ Application development)

import ej.bon.Timer;

sonarqube Projects Issues Rules Quality Profiles Quality Gates

QOctober 29, 2021, 2:12 PM Version 1.1.43 @

:lmp-or‘“t ej. EKlt Exit Handler Overview Issues  Security Hotspots Measures  Code  Activity iE Project Information

import ej.bon.TimerTask; L . & com.microej.example:image-server ¥y [ master ©
import ej.components.dependencyinjection.ServiceloaderFactory;
H v — ~
i <« -
i =) This block of commented-out lines of code should be removed.
iml 2 quick fixes available:
i ...ejlexamplefimage/server/imageDisplay.java
; @ Open description of rule java:5125
. E Deactivate rule iava:5125 This block of commented-out lines of
1 code should be removed.
1 @ Code Smell
1 €j.microui.event.generator.oUtLons,

SonarQube code analysis
performed inside MICROEJ SDK

© MICROEJ 2024

19
20
21
22
23

pierr..

pierr..

pierr..

import ej.bon.Timer;

import ej.bon.TimerTask;

import ej.components.dependencyinjection.ServiceLoaderFactory;
import ej.exit.ExitHandler;

//import ej.exit.ExitHandler;

This block of commented-out lines of code should be removed. last year v L23 9
Why is this an issue?
@ Code Smell @ Major O Open v Pierre Laupretre v 5min effort Comment ¥ Notags v

SonarQube code analysis
performed on SonarQube server
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https://docs.microej.com/en/latest/Tutorials/tutorialImproveCodeQuality.html#sonar-code-analysis
https://github.com/MicroEJ/ExampleTool-Sonar

STATIC ANALYSIS TOOLS (3/3) 0 weroe:

KLO CWO R K ' 3] ImageServerjava i

i@ 456 private static final int POLL_RATE = 508;
i; private RestServer server;
0 49 private boolean run;
. . e i . A
« Klocwork is another code analysis platform that 3| e TmesOismley imGeOisplar:
: A
can be integrated to MICROEJ SDK. ety point.
. 56 * @param args
Documentation can be found here. 4 L
:%9 * if the thread is interrupted while waiting for an IP.
. . . 60 */
* Klocwork can be integrated with Cl tools to monitor fo e statc wis mincstrine(s ase) thows erriptesicspeion
o 1cro . Star H
code quality during the project life. Ga oy T TresesereerO-startO;
65
26- public void start() throws InterruptedException {
67 synchronized (this) {
68 run = true;
69
70 imageDisplay = new ImageDisplay();
- 71 Display.getDisplay().requestShow(imageDisplay);
Seachfor O status: +Analyze, #Fix | seorcn [ DsmanRant So by [id B 72
73

I, state Existing
e, #1: Variable e was ner read afer beig assigned
&

.
Freld un
il entitymain / #2 Field 5

: :;e:::;:;‘;wCﬂd”mw ST e R & Klocwork Log Console & Klocwork Details @& Klocwork Issues &
tently: ~
W g 100 / f 51 Sevrty R | Sgpon Lovet Kisconk Spgaed) St e | St Ay Taaossy. v Raese: s e soned ~
AT AR08 Srveceriraity g bt adatt et o) ~ Filter matched 4 of 4 issues. Grouped by Issue Type; sorted by Description, then by Resource.
Code: 5% COND) Severty: Crbcak)| Support Levet Kocwork Sopported) | Stat: Hew | Stais: Analyze | Taxonomy: Java| Rsterence: none | ner:unaned ~
18 1| 4 Variabl roadLen' was never read aftr being assigned N Description Taxonomy Resource Location Severity  Status
e AT bt e S e e o g e P el O e ~ I~ = IDSYNCIN (1 issues)
~ O JD.SYNC.IN: Field rﬂ hreoni F" amoin - - l Java ImageServerjava 49 Review (4) Analyze
N 1L = nvnn e JD.SYNC.IN: Field ‘run’ synchronized inconsistently. |
~ : © JDVNU: Variable ‘readLen’ was never read after being assigned. Java UploadEndpointjava 143 Review (4) Analyze
~ L v = JDVNUNULL (1 issues)
- - © JDVNU.NULL: Variable ‘'ethD’ was never read after being assigned. Java ImageDisplay.java 196 Review (4) Analyze
#2. Freld 'mn’ synchronized inconsisiently. ~ = NPE.COND (1 issues)
AAgPIBBSE_image-ServeriarcimanipaicomimicroshanamplemagelserverimapeSercer pyac 43 | imageSenoer pva ’ © NPE.COND: Null pointer dereference of “partOfinputStream’ where null comes from condition Java UploadEndpointjava 98 Critical (1) Analyze
Code: JD SRC B | Severly: Review(4) | Suppor Levet KleCwork SupportediZ) | Stabe: New | Status: Analyze | Taxonssmy: Jave | Reference: nong | Qwner undwssd

Klocwork code analysis performed inside

Klocwork code analysis performed on Klocwork MICROE J SDK

server
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https://docs.roguewave.com/en/klocwork/current/

THANK YOU

MICROE)J.
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